Summary
Introduction_________________________________________________________ 02
Applicability of the LGPD_____________________________________________ 05
Concepts and principles______________________________________________ 07
Individuals involved in personal data processing: Controller, Processor,
Data Protection Officer, Data Protection Authority_______________________ 09
Data subject rights___________________________________________________ 12
Requirements for the processing data__________________________________ 16
Sensitive personal data and data from children and adolescents___________ 18
International data transfer_____________________________________________ 19
Agent’s liability______________________________________________________ 21
Safety and good practices____________________________________________ 23
Inspections and sanctions_____________________________________________ 26
Complying with the LGPD____________________________________________ 28

Introduction
Brazil took significant steps in overcoming an era of delays in issues related to
the protection of personal data and privacy, matters governed until then by
general principles and sparse normative standards, many of which with limited
sectoral application, causing unpredictability in the regulation of the conduct to
be followed in personal data processing.
In this context, Law 13709/2018 was sanctioned by the Presidency on August
14, 2018 and is treated as a General Law on the Protection of Personal Data
(“LGPD”, from Lei Geral de Proteção de Dados Pessoais, in Portuguese). It
brings the country to a new category of legislative protection in the sphere of
personal data, comparable to hundreds of countries that already had specific
legislation for the protection of personal data.
The drafting of bills of law on the subject, which had been moving slowly for
years, received a notable boost once the General Data Protection Regulation
(GDPR) of the European Union entered into force, as well as due to recent
scandals involving breach of personal data on a large scale, including in Brazil.
There was thus a need to establish a legislation capable of guaranteeing
the following: (i) respect for privacy; (ii) informational self-determination; (iii)
Freedom of expression, information, communication and opinion; (iv) the
inviolability of intimacy, honor and image; (v) human rights, free development
of personality, dignity and the exercise of civic awareness by natural persons; in
conciliation with (vi) economic and technological development and innovation;
(vii) free enterprise, free competition and consumer protection; and (viii.)
human rights, the free development of personality, dignity and the exercise of
citizenship by natural persons.
These eight pillars should guide the interpretation and application of the
LGDP because, despite itsadvances in establishing specific rules for processing
activities and for the protection of personal data, there are still areas of questions
under the theoretical and practical bias. Another interpretative source is the
GDPR, with no doubt, given the specificity and scope of its provisions, in which
the Brazilian legal framework was clearly inspired.
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The new law brings together, in a single document, a set of rules approaching
(i) the hypotheses in which the processing of personal data is accepted; (ii)
the principles to be followed in processing activities; (iii) the requirements
for obtaining the valid consent of the data subjects; (iv) the rights of the data
subjects; (v) the processing of sensitive personal data and data of children and
adolescents; (vi) the processing of personal data by the Government; (vi) the
requirements for the international transfer of data; (viii) the obligations of data
processing agents and their liability for damages caused to the data subjects;
(ix) the safety measures and standards to be observed in the processing activity;
and (x) administrative sanctions applicable to the hypotheses of infractions
committed to the standards provided by law.
The sanctioned text has had vetoes, with the main one being the exclusion of
articles that provided for the creation of the Data Protection Authority (“ANPD”,
from Portuguese Autoridade Nacional de Proteção de Dados) and the National
Council for the Protection of Personal Data and Privacy (“CNPDPP”, from
Conselho Nacional de Proteção de Dados Pessoais e da Privacidade), as well
as their respective attributions and competencies, since it was considered that
the creation of such entities from the initiative of the Legislative Power would
be unconstitutional.
On 08/27/2020, however, Federal Decree nº 10.474 / 2020 was published,
approving the Regimental Structure and ANPD Commission and Trust Functions
Table, pending only the indication and approval of the members of internal
bodies of the ANPD.
The aforementioned Decree provides that the ANPD have technical and
decision-making autonomy, and aims to protect the fundamental rights of
freedom and privacy and the free development of the personality of the natural
person.
ANPD is responsible, among other competencies, to ensure the protection of
personal data, to develop guidelines for the National Data Protection Policy, to
supervise and apply sanctions in case of non-compliance with the LGPD.
The LGPD came into force on September 18, and becomes valid for companies
with operations in Brazil, even if they have headquarters or a database abroad.
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LGPD entered into force by means of the enactment by President Jair Bolsonaro
of Law 14,058, thus converting Provisional Measure 959 into law. Although Law
14,058 is not related to protection of personal data, the original version of the
bill provided the postponement of the entry into force of the LGPD, but such
postponement was not approved by the Brazilian Congress.
It is important to note that the penalties determined by the LGPD will be
enforced by the National Data Protection Authority as of August 1st, 2021.
Regardless, it is possible that Consumer Protection Authorities, for example,
inspects companies in relation to potential violations to the LGPD, in case that
the data subject is a consumer.
In the following pages, the reader will find a brief summary of the main highlights
of the LGPD. Souto Correa team is fully available to assist your company in any
issues regarding the new legislation.
Best regards,
Souto Correa Advogados.
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1 Applicability of the LGPD
The LGPD applies to the processing of personal data of natural persons, carried
out by individuals or by legal entities of public or private law, including in digital
environments.
The new rules will regulate the processing of data of all those who maintain
relations with the companies, be they customers, consumers or even employees,
outsourced workers and service providers.
As the European regulations, the LGPD foresees the extraterritorial application
of the obligations contained therein to any entity performing personal data
processing activity in Brazil or that offers goods and services to the national
market.
APPLICATION
As a rule, the LGPD applies:
• to processing activities carried out in Brazil;
• to activities whose goal is the supply of goods and services in the country;
• to the processing of data of individuals located in the national territory or
• in cases involving data collected in the country - considering any data collected
in Brazil where the data subject is present at the time of collection.
The processing of personal data by legal persons governed by public law has
specific rules defined by the LGPD. Public companies and mixed economy
companies operating on a competitive basis, in the exploration of economic
activity, have the same processing the LGPD gives to legal entities of private
law. If, however, they are operating or executing public policies, they will receive
the same processing as the Public Power.
EXCEPTIONS
• Individuals who process personal data for exclusively private and noneconomic purposes are not covered by the LGPD.
• Processing activity performed exclusively for the following purposes: (i)
journalistic, artistic, academic; (ii) public security; (iii) national defense; (iv) state
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security; and (v) of criminal offense repression investigation activities.
• Companies whose processing activities are carried out outside Brazil and
which (i) do not involve data shared with Brazilian processing agents or (ii)
whose data are the object of international transferring with a country other than
that of origin, as long as it provides a degree of protection of personal data that
is appropriate to that provided for in the Law.
OTHER RELEVANT STANDARDS
It is also worth noting that there are other Brazilian laws regulating the processing
of personal data, such as the Brazilian Civil Rights Framework for the Internet
(Marco Civil da Internet) and sectoral laws (for example, the Positive Data List
Law). The Consumer Protection Code (“CDC”, from Código de Defesa do
Consumidor) may also apply to the processing of personal data when faced
with a consumer relation.
Finally, it should be noted that the GDPR could be applied to Brazilian and
foreign companies if (i) they have a branch or representation in the European
Union; (ii) they offer goods or services, regardless of payment, to the European
market or (iii) they collect data from individuals located in the European Union.
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2 Concepts and principles
CONCEPTS
The definition of personal data of the LGPD is broad, encompassing all
information related to any individual who is identified or identifiable (that is,
that can be identified, for example, by means of a name, a number, location
data or even a specific element of the physical, physiological, genetic, mental,
economic, cultural or social identity of that person). The data used to form the
behavioral profile of an individual, if identified, are also considered personal
data, according to the LGPD.
The LGPD also establishes the concept of anonymous data, data that loses the
possibility of association with an individual, using reasonable technical means
available at the time of its processing, making it impossible to identify the
subject related to the data. This category of data is not considered personal
data and is therefore outside the scope of the LGPD (unless the anonymity
process is reversed or can be reversed by reasonable efforts).
The data subject is the individual to whom the personal data under processing
refer. Therefore, legal entities (companies or associations), in principle, do not
enjoy the protection, rights and prerogatives provided in the LGPD.
The concept of processing encompasses all operations carried out with
personal data, including collection, production, use, transfer, processing,
storage, assessment or information control, modification, communication,
transfer, diffusion or extraction.
PRINCIPLES
All personal data processing activities must observe the good faith and the
principles of purpose, adequacy, necessity, free access, data quality, transparency,
security, prevention, non-discrimination, liability and accountability.
By virtue of such principles, the processing of data must be limited to the
minimum necessary for the fulfillment of legitimate, specific and informed
purposes to the data subject. The data cannot be used for purposes that
have not been informed to the data subjects; equally, later changes cannot
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be made to the purpose of data processing. For example, once the necessary
data for the data subject to enjoy a service is collected, when the provision of
such service is completed, such data cannot be used by processing agents for
different purposes for which the data subject did not give consent.
In accordance with the principles of the LGPD, data-processing agents must be
able to follow and demonstrate compliance with personal data protection rules
and the measures taken in this regard.
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3 Individuals involved in personal
data processing: Controller,
Processor, Data Protection
Officer, Data Protection
Authority
DATA PROCESSING AGENTS
Data processing agents (“Agents”) are individuals or legal persons who perform
operations with personal data, such as collection, reception, production,
reproduction, transmission, classification, use, processing, filing, transfer,
dissemination, among others.
The Agents shall adopt technical, security and administrative measures capable
of protecting personal data from unauthorized access and from accidental or
unlawful situations of destruction, loss, alteration, communication or any form
of inappropriate or illicit processing.
Two types of agents are included in the law: Controller and Processor. The
Controller shall be a natural or legal person, of public or private law, who is
responsible for decisions concerning personal data processing. The Processor
is the natural or legal person, of public or private law, who performs personal
data processing on behalf of the Controller.
The Processor shall perform the processing in accordance with the instructions
provided by the Controller, who shall verify compliance with these instructions
and with the rules on the matter. Both the Controller and the Processor must
keep records of processing operations, especially when based on legitimate
interest.
The Controller is responsible for preparing the Impact Report on the protection
of personal data, consisting of documentation containing the following:
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a description of personal data processes that may create risks to civil liberties
and fundamental rights, a description of the types of data collected, the
methodology used for the collection and assurance of information security, as
well as the measures and risk mitigation mechanisms adopted.
DATA PROTECTION OFFICER
Every Controller must have a Data Protection Officer in charge of personal
data processing to act as a communication channel with the Controller for the
data subjects and for the Data Protection Authority. The identity and contact
information of the Data Protection Officer shall be publicly disclosed, clearly
and objectively, preferably on the Controller’s site.
It is the Data Protection Officer’s duty to receive complaints and
communications from data subjects, provide clarifications and take action;
receive communications from the competent entity and take action; guide the
employees and contractors of the entity regarding the practices to be adopted
in relation to personal data protection; and perform the other duties determined
by the Controller or established in complementary regulations.
DATA PROTECTION AUTHORITY (ANPD)
It was sanctioned on August 26, 2020, Decree no. 10,474 (“Decree”), which
approved the regimental structure of the National Data Protection Authority
(“NDPA”). Under the terms of the Decree, NDPA is an entity associated with
the Presidency of the Republic, with technical and decision-making autonomy,
and with jurisdiction throughout the national territory. NDPA’s main goal is the
protection of fundamental rights such as liberty and privacy, as well as the free
development of the natural person’s personality.
Some of its main responsibilities are (i) drafting guidelines for the National
Policy for the Protection of Personal Data and Privacy; (ii) supervision and
enforcement of sanctions through an administrative process that ensures the
adversarial, full defense and right of appeal; (iii) dissemination of knowledge
of public policies and standards on protection and security measures; (iv)
encouraging the adoption of standards for services and products that facilitate
the exercise of control of the data subjects over their personal data, and these
standards should take into account the specificities of the activities and the
position of those responsible; and (v) editing regulations and procedures on
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data protection, as well as impact reports on the protection of personal data for
cases where processing presents high risk.
It is important to notice that NDPA has exclusive authority and jurisdiction to
apply the sanctions stipulated by LGPD and its actions shall prevail over the
authority and jurisdiction of correlated public authorities, being NDPA the
central figure to interpret LDGP.
However, according to the LGPD, the NDPA’s sanctions do not substitute the
application of an administrative, civil or criminal sanction set forth in Federal
Law n. 8.078/1990 (Consumer Protection Code) and in specific legislation.
The Decree became effective at the nomination of NDPA’s president-director at
the Official Journal of Brazilian Government, which occurred on October 15th,
2020.
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4 Data subject rights
The LGDP provides several rules regarding data subject’s rights and their
exceptions, and obligations imposed on those responsible for the processing
of personal data.
In relation to the rights of the data subjects, the LGDP extends and specifies the
regulation of rights already provided for in the Federal Constitution, in the Civil
Code, in the CDC, in the Brazilian Civil Rights Framework for the Internet and
in the Law, that regulates the creation and consultancy to database regarding
data subject’s credit history, and provides for the possibility of the ANDP to
establish additional regulations on some LGDP provisions. For example, the
first paragraph of art. 46 of the LGDP allows the ANPD to lay down minimum
technical standards on the safety measures to be observed by the processing
agents.
The rights of data subjects can be identified specifically through some topics,
namely, Transparency, Rights in General and Rights of Action.
TRANSPARENCY
Among other principles provided in LGPD, transparency is the guarantee to
data subject, that the information about data treatment and data processing
agents is clear, precise and easily accessed. LGDP possesses several provisions
aiming at the awareness of data subjects regarding the extension of personal
data processing, ensuring to data subjects:
• information regarding the purposes of the processing, which should be
legitimate, specific and explicit, without the possibility of further processing in
a manner incompatible with such purposes;
• ease and gratuity in the consultation on the form and duration of the
processing, and about the completeness of their personal data;
• clear, accurate, ostensive and easily accessible information on (i) the
processing, its purpose, form and duration; (ii) the controller and its contact;
(iii) the shared use of data by the controller and the purpose of the processing;
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(iv) the rights of the data subject; except for the protection of trade and industrial
secrets of processing agents;
• demonstration of effective and capable measures to comply with the LGDP;
• prohibition of the provision of generic, misleading, obscure or abusive
information about the processing to obtain consent of the data subject;
• awareness regarding changes in information provided by the controller or on
the purpose of processing, for revocation of consent in case of disagreement;
• awareness regarding the processing of personal data as a condition for the
provision of a product or service and means to exercise the rights of the data
subject;
• inclusion in vehicles of easy access of information on the processing of
personal data by legal persons governed by public law, as well as the legal
provision, purpose, procedures and practices for carrying out such activities;
• information concerning the supervisor for the processing of personal data.
• information concerning the consequences of non-consent to the processing
of personal data by the data subject.
GENERAL RIGHTS
Data subjects’ rights are regulated by the LGDP both expressly and indirectly
through obligations imposed on processing agents. In addition to transparency
and action rights, the LGDP ensures to data subjects:
• processing of personal data limited to the minimum necessary for the purpose;
• implementation of technical and administrative security measures in order to
protect personal data from unauthorized access and from accidental or unlawful
situations of destruction, loss, alteration, communication or dissemination;
• impossibility to perform processing for discriminatory, unlawful or abusive
purposes;
• the need to obtain consent of the data subject for personal data processing,
by writing, in a way that it stands out among other contractual clauses, or by
other means that demonstrate the expression of the will of the data subject,
safeguarding the other processing hypotheses provided for in the LGDP, that
dismiss the data subject’s consent;
• need of specific consent of the data subject to share personal data with other
controllers;
• possibility to revoking consent at any time, through a facilitated procedure
free of charge, also as a result of changes in processing conditions;
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• voiding consent obtained with misleading, abusive, generic information or
without a clear, transparent and unambiguous presentation;
• processing of personal data without the consent of the data subject in the
case of legitimate interest and strict necessity, based on concrete situations,
such as support and promotion of the controller’s activities and protection of
the regular exercise of the rights of the data subject, ensuring transparency to
the data subject and opposition in case of violation of the LGDP;
• processing of sensitive data by consent or in accordance with other legal
cases provided in the LGPD;
• processing of personal data of children and adolescents by obtaining specific
and expressed consent from at least one parent, except for the protection of
the child and in accordance with the restrictions set forth in the LGPD;
• termination of processing (a) when the purpose is achieved; (b) in the event
that they are no longer necessary or relevant to achieve the purpose; (c) by
communication of the data subject, safeguarding the public interest; or (d) by
determination of the data protection authority as a result of a breach of the
LGDP;
• elimination of data after termination of processing, except in accordance with
the exceptions provided for in the LGDP;
• obtaining confirmation of processing in accordance with the formats and
possibilities provided for in the LGDP; as well as access to data; correction of
incomplete, inaccurate or outdated data; making data anonymous, blocking or
elimination of unnecessary, excessive data or data that is non-compliant with
the LGDP;
• data portability, that will be regulated by ANPD, observing the protection of
trade and industrial secrets;
• provision of information in case the controller is unable to take the necessary
measures;
• review of decisions taken solely with automated processing of personal data
and receipt of the criteria related to the automated decision;
• international transfer of personal data only to countries or organizations with
adequate personal data protection level or when the controller offers and
proves guarantees of compliance with LGDP terms, when the data subject
specifically consents and the transfer must be prominent, with information of
the international transfer or as otherwise provided in the LGDP;
• record keeping of personal data operations by the Controller and the
Processor;
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• indication by the controller of information about the person in charge of
personal data processing, who shall receive complaints and communications
from the data subjects, provide clarifications and take actions, in addition to the
other obligations set forth in the LGDP;
RIGHTS OF ACTION
If the requests of data subjects sent to the controllers related to their rights
provided by LGPD are unsuccessful, the data subjects can charge the fulfillment
of their rights both by administrative and judicial channels. The LGDP contains
important guarantees aiming at the exercise of these rights of action:
• applicability of the LGDP as a result of the processing of personal data by
a public or private person, regardless of the environment, the country of its
headquarters or the country where the data is located, if (i) any stage of the
processing operation is carried out in Brazil ; (ii) the data subject is in Brazil
at the time of collection; or (iii) if the purpose is to offer or supply goods or
services;
• right to petition to Controller, ANDP, or to consumer protection entities (when
it is a consumer relation);
• exercise of the rights of data subjects in individual or collective court;
• joint liability between Controller and Processor, in legal cases, as well as
between different controllers, for damages caused to the data subjects;
• reversal of the burden of evidence in favor of the data subject if the allegation
is probable and the data subject is unable to produce evidence or when the
production of evidence is excessively onerous;
• burden of the controller’s evidence in relation to obtaining consent, when the
consent is the legal basis for the data treatment;
• possibility of citing and giving notice to the foreign controller, regardless of
power of attorney or contractual or statutory provision, in the person of the
agent or representative or person responsible for its subsidiary, agency, branch,
establishment or office installed in Brazil;
• repairing damages suffered as a result of the irregular processing of personal
data, considering exceptions provided by LGPD.
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the processing data
PROCESSING OF PERSONAL DATA UPON CONSENT OF THE DATA
SUBJECT
LGPD establishes limited events in which the processing of personal data may
occur. One of them is the processing of personal data upon the consent of the
data subjects – which must be the freely given, informed, and safe from doubts
expression of the data subjects, agreeing to the processing of their personal data
for a specific purpose, which must be ostensibly and adequately informed by
the processing agents. The processing may not exceed the purpose expressed
to the data subjects and for which consent was given. If there is a change in
the purpose of the processing, it must be previously communicated to the data
subjects in order to allow them to ratify or not the consent previously given.
The consent shall be provided by a written statement, in a prominent contractual
clause, or by other means that demonstrate the expression of the data subject’s
will. In addition, the data subject may withdraw his or her consent at any time
through an easy and free of charge procedure that must be ensured for that.
The data subject must have full access to his data and the right to change and
update their own information.
OTHER LEGAL POSSIBILITIES FOR THE PROCESSING OF PERSONAL DATA
There are also situations in which the processing of personal data without the
data subject’s consent is allowed. Such situations are the following:
• for the fulfillment of legal or regulatory obligations by the controller;
• by the public administration, for the execution of public policies;
• for the conduction of research by research entities, provided that the data
anonymization is guaranteed to the maximum extent possible;
• when required for the performance of a contract or preliminary procedures
related to a contract, to which the data subject is a party or at his or her request;
• for the regular exercise of a right in judicial, administrative or arbitral
proceedings;
03

16

Requirements for the processing data

BACK TO SUMARY

• for the protection of the life or physical integrity of the data subject or third
parties;
• for the protection of health, by health and/or sanitary entities; and
• for credit protection;
• when necessary for the purposes of the legitimate interests pursued by the
controller or by a third party. The controller’s interest may allow the processing
of personal data for legitimate purposes, considering the concrete situations,
including, among others, support and promotion of the controller activities,
protection of the rights that benefit the data subject, always respecting the
fundamental rights and freedoms of the data subject.
The consent shall also be waived for the processing of information that has been
public disclosure by the data subject, safeguarding the fundamental rights of
the data subject, provided for in the LGPD and in the Federal Constitution.
In cases where the processing of personal data is required for the provision
of products or services or for the exercise of rights, the data subject will be
informed in this respect and on the means to the exercise of the rights of the
data subject provided by law.
TERMINATION OF PERSONAL DATA PROCESSING
Termination of processing should occur in the following situations: (i) with the
fulfillment of the purpose, when achieved the term of the processing or when
the data are no longer necessary for the fulfillment of that purpose; (ii) at the
request of the data subject; or (iii) by determination of the Data Protection
Authority, due to non-compliance with the provisions of the LGPD.
Upon termination of the processing, personal data should be erased, but it
may be kept in the following situations: (i.) if necessary to comply with legal or
regulatory obligations; (ii.) conduction of research by research entities, provided
that the data anonymization is guaranteed to the maximum extent possible;
(iii.) transfer to third parties, according to the law; and (iv.) for the sole use by
the controller, as long as the data is anonymized and may not be accessed by
third parties.
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6 Sensitive personal data and data
from children and adolescents
SENSITIVE PERSONAL DATA
Sensitive data are those linked to a natural person that relate to racial or ethnic
origin, religious beliefs, political opinions, affiliation to unions or organizations
of a religious, philosophical or political nature, or data concerning health or
sexual life, and genetic or biometric data. The processing of sensitive personal
data is prohibited, except with the express consent of the data subject for
specific purposes, or without the express consent of the data subject, in the
following cases: (i) fulfillment of legal or regulatory obligation; (ii) execution,
by the public administration, of public policies foreseen in laws or regulations;
(iii) conducting studies by a research entity, being, whenever possible, the
anonymity of the data guaranteed; (iv) regular exercise of rights; (v) protection
of the life or physical safety of the owner or third party; (vi) health protection;
or (vii) guarantee of fraud prevention and of the safety of the data subject in
the processes of identification and authentication of registration in electronic
systems, except in the case in which fundamental rights and freedom of the data
subject requiring the protection of personal data prevail. The LGPD foresees
the prohibition of sharing sensitive data for obtaining an economic advantage,
excluding the exceptions provided by the law.
DATA FROM CHILDREN AND ADOLESCENTS
Data relating to children and adolescents should be treated “in their best
interest”, observing the need for consent given by at least one parent or
legal guardian. The exception to this express authorization is in cases where
the collection is necessary to contact the parents or legal guardian or for
the protection of the child. Those responsible for processing such data shall
keep public information on the types of data collected, the manner in which
they are used and the procedures for exercising rights inherent to them. Such
information should be provided in a simple, clear and accessible way, with
the use of audiovisual resources when appropriate, in order to provide the
necessary information to the parents or legal guardian and appropriate to the
child’s understanding.
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7 International data transfer
The international personal data transfer involves, basically, three steps: (1)
collection of personal data in the territory of a certain country; (2) transmission of
personal data to an international organization or a foreign country; (3) treatment
of personal data by the recipient country or international organization.
The issue is treated by LGPD in a specific section, as provided by articles 33
to 36. The LGPD establishes, as general rule, the prohibition of international
data transfer (similarly to the GDPR). The international transfer of personal data
collected in Brazil will only be allowed in the situations provided by law, which
are:
1. To countries or international organizations that provide an adequate level of
personal data protection in accordance with LGPD;
2. When the Controller offers and proves guarantees of compliance with the
principles, rights of the data subject and with the data protection regime
provided by LGPD, in the form of indication of specific contractual clauses to
a given transfer, global corporate norms and seals, certificates and/or codes of
conduct regularly issued, or through standard contractual clauses;
3. For international legal cooperation;
4. To protect the life or physical safety of the data subject or third party;
5. When the National Data Protection Authority authorizes;
6. When the transfer results in a commitment taken under an international
cooperation agreement;
7. For the execution of public policy or legal attribution of the public service;
8. When the data subject has given their specific and prominent consent;
9. For compliance with a legal or regulatory obligation by the Controller;
10. At the request of the data subject, when necessary for the execution of
a contract or preliminary procedures related to a contract in which the data
subject is a party; and
11. For the regular exercise of rights in judicial, administrative or arbitration
proceedings.
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The ANPD has an important role on the matter. Besides the prerogative to
authorize a certain international data transfer, ANPD is responsible for:
1. Evaluate the level of data protection of a recipient foreign country or
international organization;
2. Define the contents of standard contractual clauses established in order to
allow a certain international data transfer; and
3. Verify specific contractual clauses to a given transfer, global corporate norms
and seals, certificates and/or codes of conduct.
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8 Agent’s liability
LIABILITY
The data processing agents will be liable for the repair of property or moral
damage, individual or collective damage resulting from the irregular processing
of data.
The processing of data is considered irregular in case of non-compliance with
the legislation or when the processing activity does not provide the security
that can legitimately be expected by the data subject, considering, therefore,
(i.) the way of processing personal data; (ii) the results and risks that may be
expected; and (iii) the techniques for processing personal data available at the
time the processing was performed.
LGPD provides for solidarity among all controllers who are directly involved in
the processing of data which results in damage to the data subject, since they
are responsible for decisions on data processing.
The Processor, in turn, only responds in solidarity when he/she fails to comply
with the data protection legislation or when he/she has not followed the licit
instructions of the controller.
LIABILITY EXCLUSION
In actions that address the compensation of damages resulting from personal
data processing activities, to be exempt from liability, the LGPD assigns
processing agents the burden of proving: (i) that they have not processed
personal data; (ii) that there was no violation of data protection legislation; or
(iii) that the damage is due to the exclusive fault of the data owner or third party.
Although not expressly provided for the LGPD, given the general regime of
civil liability, it is discussed whether data processing agents, to excepting their
liability, may claim the occurrence of unforeseeable circumstances or force
majeure due to events that are not related to the risks ordinarily expected from
their activities, although not expressly provided for in the LGPD.
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PROCEDURAL RULES AND EVIDENTIARY BURDEN
The actions for redress of damages may be exercised individually or collectively
in court - in the latter case, by the role of those legitimized under the Public
Civil Action Law (Law no. 7,347/85) and in the CDC, in which case the damage
one seeks to redress should have occurred within a consumer relationship.
The LGPD adopted the dynamic theory of the evidentiary burden, providing
that, in the course of actions in which the practice of violations of data protection
legislation is discussed, the judge may reverse the evidentiary burden in
favor of the data subject, in two hypotheses: (i) when there is a cumulative
likelihood of the data subject’s claims and insufficient means for the production
of evidence; or (ii) when the production of evidence by the data subject is
excessively onerous.
INCIDENCE OF RULES OF THE CONSUMER DEFENSE CODE (“CDC”)
The hypotheses of violation of the right of the data subject that occur within
the scope of consumer relations will continue to be subject to the incidence of
liability of the CDC. Thus, the provision of specific rules by the new law does
not remove the rights and prerogatives provided in the CDC.
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9 Safety and good practices
SAFETY MEASURES
Data processing agents (Controller and Processor) are responsible for adopting
security and confidentiality measures, be they physical, technical (in particular
all their own Information Technologies measures) and administrative measures,
capable of protecting personal data against unauthorized access. Such
measures must prevent intentional or accidental access that could lead to
disclosure, destruction, loss, alteration, communication, or any other unlawful
consequence or that violates the purpose of the provision of personal data.
The measures referred to above shall be implemented and adopted from the
beginning of the creation of the product or service until its implementation.
Data processing systems must necessarily be structured to meet the safety
requirements, good practice standards, and general principles of the LGPD.
Security and confidentiality measures include technical instruments that make
personal data unintelligible and/or impossible to access by unauthorized third
parties.
The establishment of the minimum technical standards for data security and
secrecy will still be subject to regulation by the ANPD.
Currently, there are already some standards that deal with information security,
such as the standards of the family ISO/IEC 27000, which establish international
standards for the information security segment.
COMMUNICATIONS OF SECURITY INCIDENTS
All security incidents that may lead to significant risk or damage to the data
subjects, especially cases of data breach or destruction, must be reported by
the Controller to the competent authority and the data subject in a reasonable
term, to be defined by ANPD.
The communication shall contain (i) a description of the nature of the personal
data affected; (ii) the risks related to the incident; (iii) the measures taken
or proposed to be taken by the controller to mitigate the possible adverse
03

23

Safety and good practices

effects; (iv) information on the data subjects involved; (v) the indication of the
technical and security measures used for the protection of the data, observing
the commercial and industrial secrets; (vi) the reasons for the delay when the
communication is not immediate.
Practical issues require that the information of items iv, v, and vi be provided
exclusively to the competent body, with exemption from its communication to
the data subjects.
The ANDP is also responsible for adopting appropriate measures in case of
security incidents, which includes widespread disclosure in the media and
measures to reverse or mitigate the effects of the incident.
GOOD PRACTICES AND GOVERNANCE
The LGPD seeks to create flexible regulation, fostering the free but safe
development of data-processing activities. The goal is that the regulatory body
can stimulate self-regulation and the adoption of quality and safety standards.
Thus, processing agents (in particular, the controller) may establish internally
or through associations good practice and governance rules, which include
guidelines for organization, operation, procedures, complaints addressing,
safety, technical standards, educational actions, mechanisms for internal
supervision and risk mitigation and other aspects related to the processing of
personal data.
Good practice and governance rules should take into account the nature,
scope, sensitivity of the data being processed, the purpose, likelihood of a
security incident and its severity, and the benefits of data processing; as well as,
they should be periodically published and updated by the processing agent.
Also, the controller may implement a privacy governance program to
promote compliance with the LGPD. Such a program should, as a minimum:
(i.) demonstrate the controller’s commitment to adopt internal processes and
policies for the protection of personal data; (ii.) apply to all information under
its control; (iii.) be adapted to the structure, scale and volume of controller
operations and sensitivity of the data processed; (iv.) contain appropriate
security policies given the impacts and risks to privacy; (v.) be able to establish
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a relationship of trust with the data subject, with a transparent performance;
(vi.) be integrated into the general governance structure and apply external
and internal supervision and control mechanisms; (vii.) contain a response plan
for incidents and situations that impose the need for remediation; (viii.) be
constantly updated by continuous monitoring and periodic evaluations.
The good practices and governance program should be capable of
demonstrating and proving the achievement of its purposes.
The adoption of the good practices and governance program may imply a
reduction in the possible sanction to be applied for violation of the LGPD.
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10 Inspections and sanctions
In case of breach of any LGPD provision, the data processing agent, even if it is
a public entity, will be subject to administrative sanctions that may be applied
by the competent supervisory entity. Such sanctions include:
1. a warning, with the indication of a term for adopting corrective measures;
2. a simple fine related to the company’s revenue;
3. a daily fine;
4. disclosure of the violation;
5. blocking of personal data;
6. elimination of personal data;
7. partial suspension of the operation of the database for a maximum period
of 6 months, extendable for an equal period, until the treatment activity is
regularized by the controller;
8. suspension of the data processing activity for a maximum period of 6 months,
extendable for an equal period;
9. total or partial prohibition on the data processing activities.
The sanctions will be applied in a gradual, isolated, or cumulative manner,
according to the peculiarities of the concrete case and observing certain
parameters, such as the gravity and nature of the infraction and the personal
rights affected, the good faith of the offender, the advantage obtained or
sought by the offender, the offender’s economic condition, recurrence, degree
of damage, the cooperation of the offender, adoption of internal mechanisms
and procedures capable of minimizing the harm, adoption of good practice
and governance policy, prompt adoption of corrective measures and the
proportionality between the severity of the fault and the intensity of the
sanction. Also, the full defense should be enabled in a proper administrative
procedure.
Sanctions that involve suspension or prohibition of activities will only be applied
after at least one of the other sanctions modalities has already been imposed
for the same specific case.
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The calculation of the amount of the fine may be up to 2% of the revenues of
the private legal entity, group or conglomerate in Brazil in its last fiscal year,
excluding taxes, being limited, in total, to R$ 50,000,000.00 per infraction.
The competent supervisory body, which will be responsible for defining the
methodologies that will guide the calculation of the base value of the fines,
may consider the total revenue of the company when it does not have the
revenue amount of the specific business branch where the infraction occurred
or when the value is presented incompletely.
In the hypothesis of a daily fine, the offender will be notified to fulfill the
imposed obligation. The notification shall contain, at least, a description of the
imposed obligation, the reasonable and stipulated period for compliance with
it, and the amount of the daily fine to be applied for non-compliance.
The administrative sanctions provided for in that law do not replace the
application of administrative, civil, or criminal sanctions defined in the Consumer
Defense Code and specific legislation.
In the case of an individual data breach, the controller will be subject to the
application of penalties only if it does not settle with the data subject.
The sanctions provided for the LGPD will become effective on August 1st, 2021.
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11 Complying with the LGPD
SOME POSSIBLE MEASURES FOR COMPLIANCE WITH THE NEW
LEGISLATION
• Mapping of internal processes, as well as relationships with third parties and
clients involving personal data processing;
• Framework of each legal data processing to one of the legal hypotheses;
• Creation of a process for obtaining and managing consent for cases in which
it is necessary;
• Review and adaptation to the law of contracts maintained with data Processors,
with the provision of instructions from the controller to the Processor;
• Review and establishment of protection clauses in contracts with suppliers,
partners and third parties;
• Review of internal processes, online and or offline (including customer service
and employee relations), which relate to data processing;
• Review of Terms of Use and Privacy Policy regarding the form of exposure and
content, especially regarding the obtainment of consent for the processing of
data and the fulfillment of the data subject’s rights;
• Review of the recruitment process of workers to define the data that can
be collected, especially those considered sensitive, their use, storage and
elimination;
• Review of the hypotheses of data sharing of workers with government
agencies, trade unions and service providers (payroll management companies,
health plan Processors, etc.);
• Creation of internal processes on the elimination of data;
• Establishment of internal mechanisms for data security and detection of
possible incidents;
• Establishment of a Good Practices and Governance Program, which, although
not mandatory, may provide for a reduction in the value of eventual financial
penalties;
• Creation of internal policies establishing security measures to be adopted by
any persons who have access to personal data and the consequent penalty in
case of noncompliance;
• Establishment of mechanisms that allow obtaining the Report on the Impact
to the protection of personal data;
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• Defining a person in charge of the processing of personal data, which could
be someone internal or outsourced.
• Internal training for the different teams that access and/or deal with personal
data to raise awareness about the need to comply with LGPD rules.
Souto Correa’s team has expertise in this area, so we can assist our clients
in the development of consultancies involving the creation of a strategic plan
of compliance with the new legislation, including all the activities described
above.
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